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Differential analysis on dynamic binary and its application in malicious code analysis

SUN Ming GU Da-wu LI Juan4u LUO Yu-hao
( Dept. of Computer Science & Engineering Shanghai Jiaotong University Shanghai 200240 China)

Abstract: Static binary analysis methods cannot meet the demand for malicious code analysis and the traditional dynamic a—
nalysis approaches cannot effectively find the critical information among the huge amount of dynamic binary code. This paper
gave a kind of differential analysis approach on dynamic binary code and provided its model and method. This approach could
effectively extract the sensitive information from malicious code and make the function module or data spread understood. Fi—
nally it provided an experiment based on differential binary analysis system which validated the capability and efficiency of
the approach.
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